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1
Decision/action requested

This contribution proposes to introduce a new KI on Authentication and Authorization between AC and EEC.
2
References

[1]
3GPP TR33. 739 v0.1.0: "Study on Security Enhancement of Support for Edge Computing — Phase 2".

[2]
   3GPP TR 23.700-98: "Study on Enhanced architecture for enabling Edge Applications". 
3
Rationale

As per TR 23.700-98 [3], EDGE-5 reference point enables interactions between the Application Client (AC) and the Edge Enabler Client (EEC). In solution 34, EDGE-5 reference point is used to supports AC registration, EAS discovery, ACR request, AC subscription, and AC notification.
AC may request the EEC for EEL service and also can request AC subscription. The EEC creates the subscription and when required, performs necessary operations such as EAS discovery, ACR etc., delivering notifications to the AC as required.

SA6 has agreed to use the solution 34 as candidate solution in normative work. Therefore, this contribution proposes to addresses the new KI on Authentication and Authorization between AC and EEC.
4
Detailed proposal

*************** Start of 1st Change ****************
5.3.X
Key issue #2.X: Authentication and Authorization between AC and EEC

5.3.X.1
Key issue details 

As per TR 23.700-98 [3], EDGE-5 reference point enables interactions between the Application Client (AC) and the Edge Enabler Client (EEC). EDGE-5 reference point supports AC registration, EAS discovery, ACR request, AC subscription, and AC notification.

AC may request the EEC for EEL service and also can request AC subscription. The EEC creates the subscription and when required, performs necessary operations such as EAS discovery, ACR etc., delivering notifications to the AC as required.
5.3.X.2 
Threats

When performing EAS discovery without authentication and authrozation, a malicious application client may receive the list of services and gain insights on the topology structure the Edge Data Network from the EEC. The received information can reveal Edge Data Network's topology (e.g. number of Edge Application Servers, Application Server Functionalities, API type, protocols). A malicious application client may use this information to launch attacks on the Edge Data Network or use this information to gain competitive adavantage.
5.3.X.3
Potential security requirements 

The Edge Enabler Client (EEC) should be able to provide mutual authentication with the Application Client over EDGE-5 interface.

The Edge Enabler Client (EEC) should be able to determine whether Application client is authorized to access EEL service offerred by Edge Enabler Client (EEC).
NOTE：How to fulfill above security requirements is left to the UE implementation.
*************** End of Changes ****************
